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TEPMMUHBI 1 OIPEJEJEHWS

be3onacHOCTH IEPCOHAJBHBIX JAHHBIX — COCTOSHUC 3allIUIIEHHOCTH II€PCO-
HAIBHBIX JAHHBIX, XapaKTEePU3yeMOC CIIOCOOHOCTBIO HOJ'II)BOBaTeJ'Ief;I, TEXHUUYECKUX CPEICTB
41 I/IH(i)OpMaHI/IOHHBIX TEXHOJIOTUH o0ecreyuThb KOH(bI/I)IeHIII/IaJ'IBHOCTB, LIEJIOCTHOCTE H

JOCTYIHOCTD NEPCOHAIbHBIX NaHHBIX TPH UX o6pabotke B MHGOPMAIMOHHBIX CHCTEMax
IepCOHATBHBIX TAaHHBIX.

BuroMeTpHUecKHe MepCOHAIbHbIe aHHbIe — CBE/ICHUS, KOTOPBIC XapaKkTepusyroT
usHONTOrHYeCcKUHe OCOOEHHOCTH Yel0BeKa U Ha OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €TO
JIMYHOCTh, BKIIOYas (Qortorpaduu, OTHEUaTKH IIalbIeB, obpa3 ceTUaTKH IJasa,
0COOEHHOCTH CTPOSHHS TeNa U APYTYIO MOJO00HYI0 uHMOpMAIUIO.

BJ0OKHpOBaHHE MNEPCOHAJIBLHBIX JAHHBIX — BPEMEHHOE TNPEKpallieHHe cbopa,
CHCTEMATH3al[iy, HAKOIUIGHHs, VCIIONB30BAHMS, —PACIPOCTPAHEHMS, IEPCOHATBHBIX
JTAHHBIX, B TOM YHCIIE UX MEpelayl.

Bupyc (koMObIOTEpPHBI, NporpaMMHBIH) — MCIIOHIEMBIM IPOTPaMMHEBIA KOJ
Wi MHTepIpeTHpyeMbIi  Habop MHCTPYKIMH, OOJajalomuii — CBOWCTBaMU  He-
CAHKIMOHHPOBAHHOTO  PACIPOCTPaHeHWs U CaMOBOCIPOU3BEACHHA. CoznaHHble
IyGIMKAThl KOMIIBIOTEPHOTO BUPYCa HE BCEI/a COBIANAIOT C OPUIMHAJIOM, HO COXPaHAIOT
CIIOCOGHOCTH K MajibHeHIIeMy pacipOCTPaHEHHIIO ¥ CAMOBOCTIPOU3BEICHHIO.

BpeaoHocHasi mporpamMma — IporpamMma, NpefHasHauCHHal IUIs OCYIIECTBIICHUS
HeCaHKIMOHXPOBAHHOTO AOCTyNa W (WIIH) BO3/IECTBUA Ha MEPCOHANBHBIC NAHHBIC HIH
pecypchl HHGOPMAIIHOHHON CHCTEMBI IEPCOHANBHBIX JAHHDIX.

JlocTyn B ONepPalHMOHHYIO cpely KOMNbIOTEpa (uadopMaHOHHON CHCTEMBI
epCOHANBLHBIX JAHHBIX) — IOJyYeHHe BO3MOXKHOCTH 3aIlycKa Ha BELIMOJIHEHNE IITATHBIX
xoMaHy, (QyHKIMHA, IPOLERyp OIIEpAIIMOHHON CHCTeMBI (YHIYTOXEHIS, —KOMMPOBAHIL,
TIepeMeILeHs U T.IL.), HCTIONHAESMbIX (aiiIoB IIPHKIIAHBIX IPOrPAMM.

Jloctyn K WHGMOPMALHH — BOMOXHOCTE IOJyCHHA pHpOpMAIMM W ee HC-
I10JIb30BaHMSL.

3ammmaemast HH(opManusi — HEGopMArs, SBISIOMAACA TIPEAMETOM COOCTBEHHOCTH
M TOIIeXamas 3alTe B COOTBETCTBHU C TpeGOBAHUSMHU ITIPABOBBIX JOKYMEHTOB HITH
TpeOOBAHMSIMY, YCTAHABIMBACMBIMI COOCTBEHHUKOM HH(OPMAIHH.

WnenTudUKANHS — [IPUCBOCHNE CyOBEKTaM I 0OBEKTaM JIOCTYyIIa MISHTH(pUKATopa 1
(Wwni) CcpaBHEHHE IPEIBABIIEMOrO yneHTAQUKATOpa C  TepedHeM — MPHCBOCHHBIX
UIEeHTU(HUKATOPOB.

MudopMaTHBHBIH CATHAJ —  SICKTPUIECKIC CUTHANBl, aKyCTHYECKHe, 3JICeK-
TPOMATHUTHBIE M JIPyTUe (PU3MHeCKue MO, IO TapameTpaM KOTOPBIX MOXKET OBITh PacKphITa
KOH(MIEHIMAIbHAsT — UH(pOPMAIH (IepcoHATBHBIE  TIAHHBIC) oOpabaTbiBaeMas B
YHMOPMALMOHHOM CHCTEME EPCOHABHBIX IAHHBIX.

HNudopmanuoHHAs cucTeMa nepCcoHaIbHBIX JAHHBIX (ACIIdn) —
pHQOpPMALMOHHaA CHCTEeMa, INPEACTaBIMOMa co00ii COBOKYITHOCTH IEPCOHAIBHBIX
JAHHBIX, COJEPKALIMXCsA B 0ase JaHHBIX, a TaKoKe MH(QOPMAIMOHHBIX TEXHOJOIHH M
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TeXHUIeCKUX CpeNCTB, MO3BOJIIOMNX OCYyILIEeCTBJIATH 06pabOTKy TaKMX MEpPCOHAJBHEIX
JAHHBIX C HCIONB30BaHMEM CPE/CTB ARTOMATH3AIME MTM 0e3 HMCIOIb30BAHUA TaKMX
CpEnCTB.

NudgopManuoHHbie TeXHOIOIHH — TIPOLIECCH], METOJIBI TOHCKa, cbopa, XpaHeHus,

00paboTKHY, MPeOCTaBICHA, PacCIIPOCTPAHEHH uHGOPMAIWH ¥ CTIOCOOBT OCYIECTBJICHHUA
TaK¥X TIPOLECCOB U METOMOB.

Hcnoap3oBanne  MEPCOHATbHBIX JAHHBIX —  JEHCTBUA (omeparum)
IepCOHATBHBIMA JIAHHBIMH, coBepIIaeMble OmnepaTopoM B LEJLIX [IPUHATAS PEIICHHH A
COBEpILICHUS UHBIX JefcTBHi, TOPOXKIAIOIIUX OPHAMIECKHC [OCJIeICTBHS B OTHOIICHUH
cyOBeKTa IepCOHaNbHBIX TAHHbIX YIMM APYTUX JIAI TA00 HHBIM 06pa3oM 3aTparkBarOIIIX
paBa ¥ CBOOOJIBI cyOBeKTa IepCOHANBHBIX IAHHbIX WA JPYTHUX JIMLL.

KonguaeHnuajJIbHOCTh IepCcOoHANBHBIX JAHHBIX — obsBaTeNbHOe Iyisl COONEONEHM
OIIEPATOPOM HITA MHBIM IOy THBITAM JIOCTYII K TIEPCOHATBHBIM JAHHBIM JIALIOM TpeOOBaHKE HE
JIOIIyCKATh UX PAcIpOCTPAHCHHE 6e3 coracyisl CyOBeKTa epCOHATBHBIX JAHHBIX WA HATIIs
MHOT'O 3aKOHHOTO OCHOBAHIL.

MeskceTeBoii 3KpaH —  JIOKAJIbHOC (O)lHOKOMIIOHeHTHOG) wi  QyHKIHOHATBHO-
pacIIpe/ieNIeHHOE IIPOrPaMMIOe (nporpawnvmo-annapamoe) CPEACTBO (KOMILIEKC), pea3ytomiee
KOHTpOJIb 32 pHbopMalel, nocTymaromell B MHQOPMALMOHHYTO crcTeMy TEepCOHANBHBIX
JIAHHBIX 1 (VTK) BBIXOUIIICH 13 MH(QOPMAIIMOHHOM CHCTEMBIL.

Hapymureab 0e30MacHOCTH epCOHANBHBIX AAHHBIX — uspeckoe IO,
CcIydaifHo WM IPETHAMCPEHHO coBepIIaoNiee NeHCTBIS, CICICTBICM KOTOPBIX SIBIIIETCSA
HapyImeHye 0e30MaCHOCTH TIePCOHAMBHBIX IAHHDIX ITPA FX 06pabOTKe TEXHIIECKAMH CPeTICTBAMHI
B MH(OPMALMOHHBIX CACTEMAX TIepCOHATBHBIX JIAHHBIX.

HeasromMaTH3HMpOBaHHAS oGpaboTka NEPCOHANBHBIX NaHHBIX — 00paboTKa
IIepCOHANBHBIX JAHHBIX, CoZiEepIKAIIUXCS B WH(POPMAIHOHHON CHCTEME TIepCOHATIbHBIX
JAHHBIX JHOO W3BJICUCHHBIX U3 TaKOM CHUCTEMBI, CUUTACTCA OCYIIEeCTBIICHHOH 6e3
JICTIONb30BAHMS CPEJICTB ABTOMATH3AIMH (HeaBTomaTmnpOBaHHoﬁ), eCIIi TaKue JeHCTBUS
¢ IepCOHAIbHBIMH JAHHBIMH, KaK JCIIONb30BaHue, yTOYHEHUE, pacmpocTpaHeHHUe,
YHHYTOXKEHHE ~TEPCOHATBHBIX JAHHBIX B OTHOIICHHM KaXJoro u3 CyOBEeKTOB
TIepCOHANBHBIX JIAHHBIX, OCYILECTBIISIOTCS TIPH HermoCpeICTBEHHOM yIaCcTHH yeoBeKa.

HenexapupoBaHHble BO3MOKHOCTH — (pyHKIIMOHATbHBIC BO3MOXKHOCTH CpPEJICTB
BEIUMCITEIBHOM TEXHUKH, He OIMMCAHHBIC A He COOTBETCTBYIOIME OIVMCAHHBIM B
JIOKYMEHTaLWH, TPY MCIONB30BAHII KOTOPBIX BO3MOXHO HApyIHICHHC KOH(H/ICHIMATBHOCTH,
JOCTYTTHOCTH MV I1€I0CTHOCTA 0GpabaTeBaeMOi pH(GOpMAaIUH.

HecanKIMOHUPOBAaHHbIH A0CTYIl (HecaHKIMOHHPOBAHHBIE neiicTBUA) — JOCTYII
K MEGOPMALIAX W ASHCTBH C yrdopMaruel, HapyIIAIOIHe TpaBIUIa PasrpaHIICHIA ZOCTyTIa
C WCIIOJIB30BAHKEM INTAaTHBIX CPENCTB, TIpeIOCTaBIIEMBIX uHGOPMALOHHBIME CHCTEMAMH
TIepCOHATBHBIX JAHHBIX.

Hocureab nHGOpMALHHA — (hu3HIECKOe IO W] MaTepUaTbHbIA 0OBEKT, B TOM YHUCIIE
u3rHecKoe moie, B KOTOpOM pH(QOpMALTT HAXOIUT CBOE OTPKEHKE B BUIC CHIMBOJIOB, 00Pa3oB,
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CHTHAJIOB, TCXHWYECKHX pEelIeHHH § IIPOIECCOB, KOMMUECTBEHHEIX XapaKTEePUCTHK
Gmmueckux Bemmumm.

OGesnmnunBaHue MepPCOHANBHBIX AAHHBIX — JICUCTBUS, B pe3yJbraTe KOTOPHIX
HEBOSMOXHO  ONPENENUTh IIPHHAIIEKHOCTh IIEPCOHANBHBIX JAHHBIX KOHKPETHOMY
CYyOBEKTY HEPCOHANBHEIX NaHHBIX.

OGpaGoTka nepcoHaNLHBIX AAHHBIX — IEHCTBHS (omepanuu) ¢ HepcoOHATBHBIMU
JAHHBIMY, BKITFOYas COOp, CHCTEMATH3ALUIO, HAKOIUIEHH S, XPAaHEHH e, yTouHeHue (0OOHOBJIEHUE,
M3MEHEHHE), UCIONB30BaHKe, PAaclpOCTPaHEHHe (B TOM YHCIe nepenady), obe3IMIMBaHUE,
OJIOKHPOBaHNE, YHUUTOKEHHE IePCOHAIBHBIX TaHHBIX.

OG6wenocrynuble mepcoHabHbIE AaHHbIE — IIEPCOHATbHBIE JaHHBIE, JOCTYII
HCOTPaHHYCHHOTO Kpyra JHIl K KOTOPHIM TIIPENOCTAaBICH C COIJIACHS cyObexTa
TICPCOHATIBHBIX TAaHHBIX UM HA KOTOPHIE B COOTBETCTBHH ¢ (helepalibHbIMU 3aKOHAMHI He
pacnpocTpanseTcs TpeboBaHue COOIIIONEHNS KOH(DUIEHIMATBHOCTH.

OnepaTop (nepcoHabHBIX JaHHBIX) — TOCYIAPCTBEHHEI OpraH, MyHHUIIVIIAIbEHBIA
OpraH, IOPUIMYECKOe WM (QHU3MYECKOE JIMIO, OpraHusyromee M (EUH) OCYILIECTBIISIFOIIIEE
00pabOTKy TePCOHANBHBIX JAHHEIX, @ TAKKE OIPENeNONHIE Led 1 cozepikanue 00paboTKu
IIEPCOHATBHBIX TAHHBIX.

Ilepconanbubie JanHble — M06as MHGOPMALKS, OTHOCSIIASCS K OIIpENIENIEHHOMY
WM OUPENEAEMOMY Ha OCHOBaHHH TaKoi MHpOpMarmu dusudeckoMy Jumy (Cy6bekTy
TIePCOHANBHBIX NaHHBIX), B TOM 4HCJIE €ro (aMHINs, UM, OTYECTBO, TOJ, MECSI], 1aTa U
MCCTO  POXJACHHS, anapec, CeMeHHOe, COLMANbHOE, HMYLIECTBEHHOE IIOJIOKEHHE,
obpasoBanue, mpodeccust, JOXOIBI, APyTras uHpOpMarus.

Ilonab3oBaTenb uHPOPMANHOHHOM CHCTEMBI NEePCOHANBHBIX JaHHBIX — JIXILIO,
Y4acTByIOIee B QyHKIHMOHUPOBAHUM HH()OPMALOHHOM CHCTEMBI IIEPCOHAIBHBIX JaHHbIX
UM MCTIOJIb3YIOIIEe Pe3yIbTaThl €€ (OYHKIMOHHPOBAHHIL.

IlpaBuia pasrpaHHveHus: J0CTyNa — COBOKYIIHOCTE IIPaBHII, PETrJIaMEeHTHPYIOIIMX
IpaBa J0CTyINa CyOBEKTOB JOCTyIa K 00bEeKTaM JOCTYIIA.

PackpbiTHe MepcoHaIbHBIX JAHHBIX — YMBIIUIEHHOE WX Clly4aliHOe HapylleHue
KOH(UIEHINATEHOCTH IIEPCOHANBHBIX JAHHBIX.

Pacnpocrpanenne mnepcoHaJbHBIX JAHHBIX — IEHCTBUS, HallpaBJIeHHbIE Ha
lIepefiavy IepCOHANBHBIX NaHHBIX ONPENeNeHHOMY KPYTy JIHI ([lepenada MepcoHaIbHbIX
JI@HHBIX) WIA HAa O3HAKOMIIEHHE C IIEPCOHATBHBIMH JAaHHBIME HEOIDAHHYEHHOTO Kpyra
JML, B TOM 4YHCIe OOHapOJOBaHHE IIEPCOHAIBHBIX JAHHBIX B CPEICTBAX MACCOBOM
MHOPMALMK, pa3sMelleHre B UH(pOPMAIMOHHO-TENEKOMMYHUKAIMOHHBIX CeTSX MITH
IIPEIOCTaBICHUE OCTYIIA K IIEPCOHAIBHBIM TaHHBIM KaKUM-IM00 HHBIM CIIOCOOOM.

Pecypc uH@popmMannoHHOii CcHCTEMBbI — HMEHOBAHHBIH JIIEMEHT CHCTEMHOTO,
MPUKIIaJHOTO HWIH alllapaTHOro obecnedeHUs (YHKIHOHUPOBAHMSA HH(MOPMALIHOHHOMN
CHCTEMBL.

CHeHHaJ'lebIe KaTeropuu mnepCoHaJbHbIX JAaHHBIX — IICPpCOHAJIbHBIC IOAaHHBIC,
Kacaroimuecs paCOBOfI, HalMOHAJILHOM NPHAHANJIC)KHOCTH, IIOJIHUTHYECCKHX B3IJIAOB,
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PEUTHO3HBIX WK (QUIOCOPCKUX yOEKIEHHUM, COCTOSHUS 3OPOBbsS. U UHTUMHOMN XU3HU
Cy6BeKTa IepCOHANBHBIX JaHHEBIX.

CpeacrBa BBLIYHCIHTEIBHON TEXHHKH — COBOKYITHOCTb IIPOIPaMMHBIX U TeX-
HUJECKUX ~ OJIEMEHTOB  CHUCTEM  OOpabOTKM  JaHHBIX, CIOCOGHBIX (QyHKIMOHMPOBATH
CaMOCTOSITENIBHO MIIA B COCTaBe APYIUX CHCTEM.

CyObexT pmoctyma (cydbexkT)— w0 wm IPOLECC, NEWUCTBHS KOTOPOTO per-
JTAMCHTUPYIOTCA NPaBUIIAMH Pa3sTPaHUYCHHs JOCTYTIA.

Texunyecknii kanaa yreuxn wundopmamuu — COBOKYITHOCTH HOCHTENII WH-
dopmarmu (cpezctBa 06paGOTKH), (H3HYECKOIL CPeBl pacrpoCTpaHeHuss MH()OPMATHBHOIO
CHTHAIIA X CPE/ICTB, KOTOPBIMHU JIOOBIBACTCS 3alIIAeMAsT HH(OPMALIHS.

Tpancrpannynas nepenavya mepcoHANLHBIX AAHHBIX — nepeaaya nepCcoHaIbHEIX
AaHHBIX OIEpaToOpoM 4epe3 ['ocymapcTBenHyro rpanumy Poccuiickoit Deneparnuu opramy
BJIaCTH  HHOCTPaHHOIO TOCY[apCTBa, (M3MYECKOMY WIH  IOPHAMYECKOMY JIULLY
MHOCTPaHHOI'O rOCyAapCTBa.

Yrposbl Ge30macHOCTH NePCOHANBHBIX JAHHBIX — COBOKYIIHOCTb YCIIOBHI M
(haKTOPOB, CO3NAIOIIIX OLIACHOCTH HECAHKIHOHUPOBAHHOIO, B TOM YHC/IE CIIy4aiHOro, I0CTyma
K ICPCOHATBHBIM NAHHBIM, DE3YJIBTaTOM KOTOPOIO MOXET CTaTh YHHUYTOXKEHHE, M3MCHEHFE,
OJIOKMpPOBaHUe, KOIMPOBAHWE, PACIIPOCTPAHEHHE NEPCOHANBHBIX [aHHBIX, a TakKe MHBIX
HECAaHKIMOHUPOBAHHBIX ~NEHCTBUH NP HX 00paloTKe B HMH(BOPMAIMOHHON CHCTEMe
TIEPCOHANIBHBIX JaHHEIX.

YHHYTOXKEHHEe IePCOHANBHBLIX NAHHBIX — JIEHCTBUS, B pe3ysbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBHTE COIC[IKaHKE MEPCOHANBHBIX JAHHBIX B MH()OPMAIOHHON CHCTEME
TIEPCOHANBHBIX NAHHBIX WK B PE3yNbTaTe KOTOPBIX YHUYTOXKAIOTCSI MaTepUAbHbIe HOCUTENH
IIEPCOHANIBHBIX JaHHBIX.

IenocTHOCTL MHGOPMALHH — CIIOCOGHOCTH CPEICTBA BBIUHUCIUTENBHON TEXHUKA I
ABTOMAaTH3UPOBAHHOM CHCTEMBI OO€CTIEYMBATE HEM3MEHHOCT HH(OPMAIMM B  YCIOBHSIX
CITy4alHOTO W/HIIU NPETHAMEPEHHOTO HCKAXKEH S (Pa3pyIleH s ).
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IHEPEYEHb COKPAIIEHUIA

ABIIO — antuBHpyCHOE IIPOrpaMMHO€E 00ecIIeYeHHe

APM — aBTOMaTm3mpoBanHoe pabouee mecto

UCIT/1a — nadopmanmonnas cucrema [IePCOHAIBHBIX JaHHbIX
JIBC — nokanbHas BEIMUCUTeHHAS CeTh

MD3 — mesxcereBoii sxpan

HC/I - necanximonupopauusit JOCTYII

OC — oneparponHas cucrema

I1T1 — nepconanbHbIe naHHbIe

1O — nporpammHOe 0Geceuenne

C3H — cpencrsa 3aumTel uHpOpManuu

C3I1du — cucrema (moxcucTeMa) 3aIUTEI MePCOHAIBHEBIX TaHHBIX

YBII/IH - yrpo3s! 6e30macuoctu IIEPCOHAIILHBIX JaHHBIX
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1. OBIIME MOJIOKEHUS

Hacrosimee IMonoxenue ONpPENEIACT OCHOBHBIE LIEIU U 3aJa4yu, a Takxe 00
CTPaTCTUIO IIOCTPOEHHUS CHUCTEMEL SAlIUTBI NI€PCOHANBHBIX JTAHHBIX (C3I1I1) MAY
"PKIT". Tlonoxenwue OTPENCIISET OCHOBHBIE TpPeGOBAHMS U 6a30BEIe IMOAXOABl K HX
peanu3anmu, s JOCTHXEHUS Tpebyemoro YPOBHs Ge30IacHoCTH HH(pOpMaLuy.

C3II/l1 mpencrasnser coGoi COBOKYIIHOCTh OPraHM3allHOHHBIX W TeXHUYECKHX

YHUYTOXCHUS, H3MEHEHws, OoKupoBaHusI, KOIMPOBaHUS, pacnpocTpanenus I1JTn, a
TalOKe HHBIX HENPaBOMEPHBIX NEHCTBHI ¢ HUMIL,

BbezonacHocts [ICPCOHAIBHBIX  NaHHBIX  JOCTHIAeTcCs IIYTEM  HCKIIFOYEHUS
HECAHKIUOHUPOBAaHHOI'O, B TOM YHCJIe CIly4ailHOro, IOCTyIa K IIEPCOHAIIBHBIM [[aHHEIM,
PE3yJIbTaATOM KOTOPOTO MOXET CTaTh YHUYTOXEHHE, H3MEHEHHe, OnoxupoBaHue,
KOIMpOBaHUE,  paclpOCTpaHeHHe IICPCOHATIPHEIX  NAHHBIX, a  TaKkKe  HHEIX
HECaHKIMOHUPOBAHHBIX TEHCTBUIL

CTpykTypa, coctas u 0cHOBHEIE Gynxmun C3I1/Ty OIIPENETIAIOTCS UCXOAs U3 Kilacca
UCTIIn. C3I1/Tu Bkmouaer OPraHU3allMOHHBIE MEPHI U TEXHHYECKHE CpeICTBa 3alIllUThI
MH(OPMAIMK (B TOM YHCITe KU (POBaIbHEIE (KpHHTorpa(queCKHe) CpencTBa, cpeicTa
MPEAOTBPAIIEHHUS  HECAaHKLMOHMPOBAHHOLO AOCTyNa, yTe€YKH HHOOPMALUK IO
TCXHMYCCKUM  KaHallaM, IIPOrpaMMHO-TEXHHIECKIX BO3NEHCTBUI Ha TexHMYecKue
cpenctsa obpaborku IT[{u), a Taxxe HCIIOIb3yeMble B HHGMOPMAIMOHHON CHCTeMe
HH()OPMALIUOHHEIE TEXHOIOIHH.

OTH MepBI IPU3BAHEI 06ECIIeUNTE:

- KOH(HAEHIIUATEHOCTE uHQOpMamuK  (3ammTa  OT HECaHKIIMOHUPOBAHHOIO
O3HAKOMJICHHS);

~ [IEJIOCTHOCTE MH(OPMaLMK (aKTYyalbHOCTh U HEIPOTUBOPEYUBOCTE HH(OPMAIIHH,
€€ 3alIMINEHHOCTD OT pa3pyIIeHHs 1 HECaHKIIHOHUPOBAHHOTO H3MEHEHHS] );

- AOCTYIHOCTE HMH(OpMarmu (BO3MOXHOCTD 13a [IpUEMIIEMOE BpeMs MOJIy4YHTh
Tpebyemyro MH()OPMAaIIMOHHYIO yCIyTy).
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2.  OBBEKTHBI 3AIIIUTHI
OO6BeKTaMu 3alUThI SBJISIOTCS:
obpabaTbiBaeMbIe EPCOHAIBHbIE JAHHBIE COTPY JHHKOB,
IIEPCOHAIBHBIE TAHHEIE KIIMEHTOB;
TEXHOJIOTHYECKast HHPOPMAaLHs;
CXeMa TEXHOJIOTUYECKUX IIPOLEeCCOB 00paboTKH;
IIPOrpaMMHO-TEXHUYECKUE CPENCTBa 00pabOTKy;
cpencrsa 3amuTh [1/1H;
KaHaJIbl HHPOPMAIIMOHHOTO OOMEeHa U TeJIeKOMMYHHUKAITHY,

OOBEKTHI M [TOMEILEHH s, B KOTOPBIX pa3MereHs! KommoreHTs! ICIT/Tx.
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3.  OcHoBHBIE CrIOCOOBI MOCTPOEHHSI CHCTEMBI 3aAIUTHI

IToctpoenue cucremsl obecniedenus Gezonacaoctu [TJa UCITTa MAY "PKII" u ee

(QyHKIMOHMPOBaHHE MODKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO  CIIEYIOIIMMHU
OCHOBHBIMH IPUHITAIIAMHU:

3aKOHHOCTB:

IIpenrnonaraer ocyuiecTBIEHNE 3aIIUTHBIX MepornpusaTuil u paspaborky C3I1/IH B
COOTBETCTBUM C [IEWCTBYIOLIMM 3aKOHOAATENBCTBOM B obnact 3amwtsl [1/[H U apyrux
HOPMAaTUBHBIX aKTOB II0 0€30IacHOCTH HH(OpPMAINH, YTBEPXKIECHHBIX OpPTraHaAMHU
rOCyIapCTBEHHOM BIIACTH U YIIPaBIEHUS B IIpeesiax UX KOMIIETEHIUH.

Ilons3oBarenn u obcmyxuBatoumii mepcoran I[IJa KCIIIH momKHBL OBITH

OCBEJOMJIEHBI O MOPsIIKE pabOTHI C 3aIluiaeMoil HHpopMalreii 1 06 OTBETCTBEHHOCTH 32
3amutsl [1/1H.

CHCTEMHOCTD:

Cucremusli momxon K mocrpoenmo C3IIJIH mpemmonaraer ydueT Bcex
B3aMMOCBS3aHHBIX, B3aMMOACHCTBYIOIIUX U HW3MEHSIOIIUXCS BO BPEMEHH JJIEMEHTOB,
YCIIOBUM M (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX [UIS MOHMMAHHUS U PEINeHHs MpoOJIeMBbI
obecnieuenus 6ezomacuoctu I1/Ix UCIT/IH.

IIpyr co3maHuM CUCTEMBI 3alllUTHI JOJDKHBI YUHTHIBATHCS BCE Clia0ble M Hamboee
yS3BHMEIE MecTa cucTeMbl o0pabotku I1/1H, a Takke xapakTep, BO3MOXHEIE OOBEKTHI U
HaIIpaBJIEHWss  arak Ha CHCTeMy CO CTOPOHBI  Hapymmwmrteneld  (ocoOeHHO
BBICOKOKBAT(DUITUPOBAHHBIX 3JIOYMBIIILIEHHHKOB), Iy TH IIPOHUKHOBEHHS B
pacnpenenennsie cucteMbl 1 HCJI x undopmanuu. Crucrema 3aliThl JODKHA CTPOUTHCS
C YYETOM He TOJIBKO BCEX M3BECTHBIX KaHaioB npoHukHoBeHus 1 HCJI k uHbOpManwm, HO
U C y4eTOM BO3MOXHOCTH ITOSIBIICHHS IIPHHITUITHAIBHO HOBBIX ITyTeH peaau3alidd yrpo3
0€e30macHOCTH.

KomruiekcHOCTB:

KommiekcHoe HCIIONB30BaHUME METOJOB U CPEACTB  3allUTHl  IIpeArosaraer
COINIACOBaHHOE IPUMEHEHHEe pPAa3HOPOJHBIX CPEICTB IIPH IIOCTPOSHHUH LIEJIOCTHOM
CHCTEMBI 3alllUTH], IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE (3HAUUMBIE) KaHAJbl pealu3aliin
yIpo3 U He cofiepalieil ciabbIX MECT Ha CTBIKaX OTIENBHBIX €€ KOMIIOHEHTOB.

3amuTa JOJDKHA CTPOHUTHCS OSIIETOHHpOBaHO. [l KaXaoro kaHajla YyTEYKU
uHGOpMaK u TSI KaXIO0H yrpo3sl 0e30mMacHOCTH IOJDKHO CYIIECTBOBATH HECKOJBKO
3alUTHEIX pybOexkedt. Co3maHue 3alUTHBIX pyOekeld OCyIIEeCTBISETCA C y4eTOM TOro,
9TOOBI IS WX IPEOJOJICHHS IMOTEHIUATBHOMY 3JOYyMBIIUIEHHUKY TpeOOoBalIuCh
npo¢eCCHOHATbHBIE HABBIKK B HECKOJIBKHX HEB3aUMOCBSI3aHHBIX 00JIaCTsIX.

BHemHss 3ammTa JODKHa — oOecnedumBaThCS  (PM3MYECKMMHU  CPEICTBaMH,
OpraHU3al[MOHHBIMY U IPaBOBbIMU Mepamu. OIHIM U3 Haubolee yKpeIleHHBIX pybexen
IpuU3BaHbl OBITH  CpeNCTBAa  KPUNTOTpaUUecKOW  3allUTEI, pealM30BaHHBIE  C
ucnonb3oBanueM TexHonorun VPN. IlpukinamHodt ypOBeHb 3allUThI, YYHUTHIBAOIIHN
0COOEHHOCTH IIPEIMETHOM 001acTy, IpeICTaBIsieT BHYTPEHHUH pyOex 3alluTsl.
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HenpepriBHOCTS 3armuTs! [1]TH:

3amura IIJH — me pasoBoe MEpOIPUATHE M HE MpPOCTasi COBOKYIHOCTb
TIPOBEICHHBIX MEPONPUATHH ¥ YCTAHOBJIEHHBIX CPENCTB B3allTHL, a HETIPePBIBHAIM
LIeJICHANPABICHHBIA [POLECC, NPEAIOIATAIOMMi IPHHSITHE COOTBETCTBYIOIIUX MeEpP Ha
BCEX 3Tanax xu3HeHHoro mukia UCIT/Ix.

VICITJIH noIKHBI HaXOMUTHCS B 3AIMINEHHOM COCTOSHHMH Ha NPOTSXKEHUH BCETO
BPeMEHH HX OGYHKIHOHUPOBAHUSI. B COOTBETCTBHH C STHM NIPUHITUIIOM JTOJIKHBI
IIPHHAMATBCS MEPEI 10 HepomyeHnuro nepexona UCIT/IH B He3auIeHHOE COCTOSHIE.

BONBIIMHCTBY (DU3MUECKHX M TeXHUYECKHX CPENCTB 3AlIUTHI IS 3¢ dexTuBHOrO
BBINOJIHEHUS CBOUX (YHKIMH HEOOXOMMMA [IOCTOSHHAS TEXHMIECKas M OpraHU3alOHHAS
(aAMUHUCTpaTHBHAS) MOANEPKKA (CBOGBPEMEHHASI CMEHA U OGecreueHme IIPaBHJIHOTO
XpaHCHUA M NPUMCHCHUS WMMEH, Iapojed, Kiodedl mudpoBaHus, mepeomperneieHue
MOJHOMOYMH U T.I1.). IlepepbiBEl B paGoTe CPEeACTB 3aIIUTH MOIYT GBITH HCIONH30BAHDL
STOYMBIILICHHUKAMU  [UIs aHali3a IPHMEHSEMBIX METONOB ¥ CPEICTB 3aIllUTHI, IS
BHENPCHUS CNICNUANBHBIX [POrPAMMHEIX M alllapaTHBIX "3aKIafoK" W JPYTUX CpeCTB
TIPCOJIONICHHST CHCTEMBI 3aIIUTHI [IOCTIE BOCCTAHOBICHHUS €€ (DYHKIIHOHNPOBAHHS.

CBOEBpPEMEHHOCTb:

IIpennonaraer ympexnaromuii Xapakrep Mep obecnedeHus 6eszomacuoctu I1/IH, TO
€CTh IIOCTAHOBKY 3ama4 10 KoMmIiulekcHO# 3ammure HCII[JH u peanmsamuo Mep
obecrieuenus: 6€30MacHOCTH IT/Iz Ha paHHUX CTagUIX paspabotku VICIT/Iu B 1eioM u ee
CUCTEMBI 3aIlUTEl UH(OOPMAIIHH, B YACTHOCTH.

Pa3paborka cHCTeMBI 3aIUTHI JOMKHA BECTHCH MApAIIENBHO C pa3paboTkoii u
PasBUTHEM CaMOM 3allMIIaeMOX CHCTEMEI. OJTO IO3BONHT Y4eCTh TpeGOBaHMUS
0€30I1acHOCTH MPH IPOEKTHPOBAHUU APXUTEKTYPEI H, B KOHEIHOM CYeTe, CO3IaTh Golee
d(deKTUBHBIE (KaK IT0 3aTpaTaM PeCyPCOB, TaK H IO CTOMKOCTH) 3AIIUIIEHHEIE CHCTEMEL.

HpeeMCTBeHHOCTB " COBCPIICHCTBOBAaHUE:

IIpenmonaraloT IOCTOSIHHOE COBEPIIEHCTBOBAHHE MEp MW CpPeACTB 3allUTHI
MH(}OPMAIlUK HA OCHOBE IIPEEMCTBEHHOCTH OPraHM3AlMOHHBIX U TEXHHIECKIX peleHu,
KaZIpoBOro cocrasa, aHamusa ¢yHKnuonuposauus MCIIJIH ¥ ee CHCTEMBI 3alllUTHI C
Y4eTOM M3MEHEHHMH B METOJaX M CpeJCTBaX IepexBaTa WH(POPMAIMH, HOPMATHBHEIX
TpeOOBaHMII IO 3aIlHTe, JOCTUTHYTOTO OTEYECTBEHHOIO W 3apy0OeKHOr0 OIBITa B 3TOU
o0acTu.

HepCOHaJIBHaSI OTBETCTBCHHOCTb:

IIpenmonaraeT Bo3jI0)KeHHe OTBETCTBEHHOCTH 3a obecreueHre 6e30macHOCTH I1Ix
M CHCTeMBI MX 00pabOTKH Ha Ka)XKHOrO COTPYIHHKA B HpeleNax ero MOJHOMOumil. B
COOTBETCTBHH C STUM IPUHLHUIIOM paclpeleleHde NpaB U 00sM3aHHOCTEW COTPYIHUKOB
CTPOUTCS. TaKUM 00pa3oM, YTOOBI B Ciiydyae JH0OOr0 HapyIleHHs KPyr BUHOBHHKOB GBLT
YETKO M3BECTEH MU CBEIEH K MUHUMYMY.
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IIpyHIMI MEHUMH3ALIH TOJTHOMOYMIA:

O3Hayaer IIPEOOCTaBIICHHUE IIOJIb30BATEIAM MHWHUMAIBHBIX IIpaB nOOCTymma B

COOTBETCTBHH C NPOU3BOJCTBEHHON HEOOXOAMMOCTEIO, Ha OCHOBE IIPUHIIUIIA «BCE, YTO HE
paspelIeHo, 3anperieHo.

Hocryn k ITJlH NOXeH IPeIOCTaBIATECS TOTBKO B TOM CIIydae U 00beMe, eCid 5To
HEOOXOIUMO COTPYIHUKY ISl BRIMOIHEHHS ero JOKHOCTHBIX 00S3aHHOCTEL.

BsaumopeiicTBre u COTpyIHHYIECTBO:

Ilpenmonaraer  cosmaHue  GIArompHATHOMN aTMochepsl B KOJUIEKTHUBAX
oJIpa3ieJIeHu, 06eceuYnBaroIUX AeITeTbHOCTD WCIIIH Y4apexaeHus, s CHIDKSHUs

BEPOATHOCTH BO3HUKHOBEHMs HETaTUBHBIX [OEUCTBHH CBS3aHHBIX C YeJOBEYECKHUM
(bakTopoMm.

B Takoi 06cTaHOBKE COTPYNHHKH OJDKHBI OCO3HAHHO COOMIONATH YCTAHOBICHHBIE
IpaBUIIa U OKa3bIBATh COJEHCTBYE B [EATEIFHOCTH MOAPA3/IEIEHUI TEXHUUECKOH 3aIIUThI
UHpOpPMAITUH.

I'mOkocTh cuctems! 3amuThl [1/1H:

IIpuHATEIE MEpBI M yCTAQHOBIEHHBIE CPEICTBA 3aIlUTHI, OCOOCHHO B HAYAIBHBIN
IIEPHOJ MX OKCIUTyaTallid, MOIyT 00€ecIeunBaTh Kak Ype3MEPHEIM, TaK ¥ HeJOCTATOYHbIH
YypOBeHb  3amuThl. [lnst  obecredeHMs BO3MOXHOCTH  BAapbHPOBAaHUS  YPOBHEM
3alUINEHHOCTH, CpPeNCTBA 3allMThl JOJDKHBI O0JIamaTh ONpEeNeIeHHOW TI'HOKOCTEHIO.
Oco6eHHO BaKHBIM 3TO CBOWCTBO SIBISIETCS B TeX CIydasX, KOIJa YCTAaHOBKY CPEICTB
3aMIUTE HEOOXOIMMO OCYINECTBIATH Ha pabOTAIOILYIO CHCTEMY, HE HapyIIas IpoIecca ee
HOPMaJIbHOTO (DYHKIIMOHUPOBAHHS.

OTKpBITOCTB AJITOPUTMOB H MEXAaHMU3MOB 3aIlUTHI:

CyTp mpHHIUIIA OTKPHITOCTH AJTOPUTMOB U MEXAHHW3MOB 3alUTEl COCTOUT B TOM,
YTO 3aIlKdTa HE JOJDKHA 00ecleduBaThCsl TOJBKO 3@ CYET CEKPETHOCTH CTPYKTYPHOMI
OpraHM3allii ¥ aIrOPUTMOB (YHKIMOHHPOBAaHUS €€ IOACHUCTEM. 3HAHHE aJrOPHTMOB
paboThl CHUCTEMBI 3alllUTHl HE IOJDKHO JaBaTh BO3MOXKHOCTH €€ IpeojojieHus (maxe
aBTopam). OnHaKo, 3TO He O3Ha4yaeT, 4To MHGOPMAIHSI O KOHKPETHOM CHCTEME 3allUThI
JOJDKHA OBITH 00IIEeIOCTYITHA.

IIpocToTa NpUMeHEHUs CPEeICTB 3alUTHL:

MexaHu3MBl 3alUTHl JOJDKHBI OBITh HMHTYUTHBHO TIOHSATHBI M IPOCTHI B
HCIIOIb30BaHKuK. [IpuMeHeHrne cpencTB 3alluThl HE JOJDKHO OBITH CBS3aHO CO 3HAHHUEM
CIELMAIbHBIX S3BIKOB WM C BBIIOJTHEHUEM JEHCTBHM, TPeOYIOIUMX 3HAYUTEIBHBIX
JOTIOJIHUTENBHBIX ~ TpyJO3aTpaT Ipu  OOBMHOW  paboTe  3apernCTPUPOBAHHBIX
YCTaHOBJIEHHBIM IOPSAOKOM IIOJIb30BaTeNle, a Takke He [OJDKHO TpeboBaTh OT
IIOJIb30BATENSl BHIIIOJHEHHSI PyTHHHBIX MAJIOIIOHSTHBIX €My OIepalvii (BBOJ HECKOJIBKIX
napoJjei 1 UMeH U T.1.).

JloibKkHA ~ OCTMraThCsi AaBTOMATH3alldsg  MAaKCHMAJIBHOTO  YKClIa  JIeHCTBUH
noJjb3oBarened u agMuHucTparopos UCIIH.
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Hay4Hast 060CHOBaHHOCTE U TEXHUYECKAs Peai3yeMOCTb:

HHbopMalioHHbIE TEXHOJOTHH, TEXHHYECKHe U IIPOTPAMMHEIE CPECTBA, CPELCTBA
¥ MEpBI 3aIUThl MHQOPMAUKMK JOJIKHEI GBITH PEalM30BAaHBI HA COBPEMEHHOM YPOBHE
Pa3sBUTHUSA HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKU 3PEHHMS JOCTHKEHHUS 3aJaHHOTO

YPOBHS 0e30MacHOCTH HH(OPMAIMK ¥ IOJDKHBI COOTBETCTBOBATH YCTAHOBIEHHBIM
HOpMaM U TpeboBaHUsIM 1o Ge3omacuocty I1]1H.

C3[1Mz momKkHa OBITH OPHEHTHPOBAHA HA PEIIEHHS, BO3MOXHEIE PHUCKH UL
KOTOpBIX M MEphl INPOTHBONEHCTBHS OSTHM DHCKaM IPOIUIH  BCECTOPOHHIOKO
TEOPETUYECKYIO U IIPAKTUUYECKYIO TPOBEPKY.

Crnenmanuzanust ¥ npodecCHOHAIU3M:

IIpennonaraer mpuBIeYeHHe K pa3pabOTKe CPECTB U PEANH3alldd Mep 3allHTHI
MH(OPMAIM  CIelUAIM3UPOBAHHBIX OpraHM3alyii, Hamboliee MOATOTOBIEHHBIX K
KOHKPETHOMY BH[Y HEATEIBHOCTH 10 obecnedeHuo 6e3omacHocTy [1/]H, MMEIOIIUX OIBIT
NPaKTHYECKOH PabOThl U rOCYJapCTBEHHYIO JIMIEH3UIO HA MIPABO OKA3aHHA YCIyT B TOM
obnactu. Peanuzanys aIMHUHUCTPaTUBHBIX Mep M 3KCILLyaTaLls CPEeICTB 3allUThI JOJDKHA
OCYIIECTBILITECS MPO(ECCHOHANBHO ITOATOTOBICHHBIMU CIIEHAIUCTAME Y UPEKIEHUS.

O6s13aTeIBHOCTD KOHTPOJIS:

Ipennomnaraer 00s3aTeNbHOCTS U CBOEBPEMEHHOCTH BBIABJIEHHS M IPECEYEHHS
TIOTIBITOK HAapyIIeHWs YCTAaHOBIEHHBIX IpaBWiI obOecredeHus OesomacHocTd IIJ[H Ha
OCHOBE HUCIIOJIb3YEMBIX CHCTEM M CPEICTB 3alUTHl UH(OPMAIUH ITPH COBEPIIIEHCTBOBAHUH
KPUTEPHEB ¥ METOJOB OLICHKH 3()(PEKTUBHOCTHU 3TUX CUCTEM U CPELICTB.

KOHTpOJ'IB 3a JCATCIIBHOCTBIO 00010 ITIOJIB30BaTEJIA, KAXXIOOI'0 CpEaACTBa 3alllUThI U
B OTHOIIIEHHH JIFOOOr0 00BEKTa 3alIUThI JOJDKEH OCYIIECTBIATBCA Ha OCHOBE IPUMECHCHHUA
CpEeACTB OIIEPAaTUBHOT'O KOHTPOJA M PErucTpallid H JOJDKECH OXBaTbIBaTh Kak
HECAaHKIIMOHUPOBAaHHEBIC, TaK U CAHKITHOHUPOBAHHBIC JIEMCTBUS IIOJIL30BATEICH.
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4, Croco0nI o0ecnieueHus1 6€30aCHOCTH

Cucrema 3alIMTHI MEPCOHANBHBIX JaHHBIX HOJDKHA OOECIEYHBATh BCECTOPOHHIOKO
KOMILJIEKCHYIO 3alllUTY.

3aKoHOaTeNbHbIE (IIPABOBBIE) MEPHI 3AILUTHL:

K 1paBoBEIM MepaM 3aIIUTEI OTHOCSTCS HEMCTBYIOIIME B CTPaHE 3aKOHbI, YKa3hl U
HOPMAaTHUBHBIE aKTBI, PErIaMEHTHUpPYOUIMe npaBuia obpamenus ¢ [1[IH, 3akperuisronye
npaBa U OOSM3aHHOCTH YYaCTHHKOB HH(OPMAIMOHHBIX OTHOIIEHHH B IIpOLEcce ee
00paboTKM ¥ HCIIONB30BAHMS, a TAKKe YCTAHABIMBAIOIWE OTBETCTBEHHOCTh 32
HapylIeHWs 3TUX NPaBWI, MPEMSITCTBYS TEM CaMbIM HEIPaBOMEPHOMY HCIIOIL30BAHHUIO
IT[TH v SBISIOIIMECS CAEPKUBAIOIIAM (DaKTOPOM ISl MOTEHIMATBHEIX HAPYIIHTEICHA.

IIpaBoBbIe MEPHI 3aIUTE HOCAT B OCHOBHOM YIIPEXXIAOIIHH, IPOQUIaKTHYECKHIA
XapakTep M TpeOyIOT IOCTOSHHON pPa3bsICHUTENBHONM pPaboOTEl C MOJb30BATESIMU U
006CITy>KMBAIOIIUM [TEPCOHATIOM CHCTEMEL.

MOpaJII:HO-BTI/I‘IeCKI/Ie MCPEI 3alllUThI:

K MopanpHO-3THYECKHMM MepaM OTHOCSTCS. HOPMBI IIOBENEHHUS, KOTOPEIE
TPaAUIOHHO CIOKUIIUCH WIIM CKIIAIBIBAIOTCS IO Mepe pacnpocTpaHenus OBM B crpane
Wix oOmecTBe. OTH HOPMBI OONbBILIEH YacThi0 HE SBISIOTCS 00S3aTENBHBIMH, Kak
3aKOHOZATEIbHO yTBEP)KIECHHBIE HOPMAaTHBHBIE aKThI, OJHAKO, MX HECOOIIOJEHME BEIET
OOBIYHO K IaJeHHIO aBTOPUTETA, IIPECTH)KA YeJOBEKA, TPYIIbI JIAL MM OpPTaHH3aIlWi.
MopanbHo-3THYecKHe HOPMBEI OBIBAIOT KakK HeMHcaHble (HampuMep, OOIenpu3HaHHbIE
HOPMBI YECTHOCTH, IaTpPUOTH3Ma U T.II.), TaK W IIHUCaHbIe, TO €CTh OQOPMIIEHHBIE B
HEKOTOPBII CBOA (YCTaB) MPaBWJI WX HPEAACAHA.

MopallbHO-3TUYeCKHe MepBl 3alUTHl SBISIOTCS MPO(QMIAKTHIECKUMH U TPEOYIOT
IIOCTOSIHHOM paboTBl IO CO3NAHMIO 3J0POBOTO MOPAIBHOTO KJIMMaTa B KOJUIEKTHBaX
moApaszeleHnii. MoOpanbHO-3TUYECKHEe Mephl  3alllUThl  CHIDKAIOT  BEPOSTHOCTH
BO3HHMKHOBEHMs HETaTUBHBIX AEHCTBUH CBS3aHHBIX C YEJIOBEYECKUM (DaKTOPOM.

OpranuzanuoHHbIe (aIMUHUCTPATHBHEIE) MEPhI 3alIUTHI:

OpranuzanuoHHble  (aQMUHUCTPATHBHBIE) MEpBl  3aIlUTBI - 3TO  MepEl
OpPTraHU3allMOHHOTO XapakTepa, perIaMeHTUPYIOIIe Ipouecchl (PYHKIHOHUPOBAHHUS
NCITH, ucnons3oanue pecypcoB UCIIJIH, nesTenbHOCTh 00CTy XMBAIOIIETO IIEpCOHaa,
a TalKe MOPSAOK B3amMojeicTBus monb3oBateneit ¢ MCIIIH Takum o06pa3oM, 4TOOH! B
HauOONBIIeH CTENeHW 3aTPyIHUTh WK HCKIIOYUTH BO3MOXXHOCTH pealu3allidl yrpo3
0€30I1acHOCTH HJIA CHU3UTH pa3Mep IOTeph B ClIydae UX peali3aiyi.

OpFaHI/IBaHI/IOHHBIe MEPHBI JOJDKHBI:

- npeaycmarpuBaTtb periiaMEeHT I/IH(l)OpMaHI/IOHHBIX OTHOHIeHI/II‘;I, HUCKIIFOYArOIIuXx
BO3MOXHOCTDb HCCAHKIIMOHHUPOBAaHHBIX I[GﬁCTBPIﬁ B OTHOIIIEHHH 0O0BEKTOB 3allIUTHI,

- ONpEenNeNsATh KOAJIUIMOHHBIE W  HEepapxXU4yecKue IPUHIMIBI W METOMBI
pasrpanndenus nocrymna k [1J1H;

- OIIPELCIIATh IIOPAOOK pa6OTBI C IporpaMMHO-MaTeMaTUICCKUMU U TEXHUYIECKMMHU
(armapaTHHe) Cpe€acCTBaMH 3alllMThI U KPHUIITO3AIMUTEI K APYTUX 3allITUTHBIX MEXaHU3MOB,
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~- opranu3oBath Mepsl mnporuBojedctBus HCJ/I momp3oBatensMu Ha 3Tamax
ayTeHTHGHKALMK, ABTOPU3AIMH, HASHTU(QUKAIMK, OOECHevnBaOMUX  TapaHTHH
peanu3alyy IpaB ¥ OTBETCTBEHHOCTH CyOBEKTOB HH(GOPMAIMOHHEIX OTHOIIEHHUH.

Oprasu3aliOHHbIE MEPBI IOJDKHEI COCTOSI T M3:
- periamenTa gocrtyna B nomemenus UCIT/IH;
= TIOPSAIOK JOIyCKa COTPYAHUKOB K HcIonb3oBanuio pecypcos UCIIIH;

- periaMeHTa MpOIECCOB BeleHHs 0a3 NaHHBIX M OCYIIECTBIECHMS MOIMpUKALMH
UHPOPMAITMOHHBIX PECYPCOB;

— perjaMeHTa IpOIECCOB OOCIYXUBaHMS W  OCYLIECTBIECHHS MOAU(DUKAIMH
anmapaTHbIX ¥ nIporpaMMHbIX pecypcos MCIT/Ix;

- uHCTpyKuui monb3osatesneit MCIT{a (agMuHUCTpaTOpa 6€30IIaCHOCTH, Oleparopa
NCT1/In);

- MHCTPYKIM I10JIb30BATEIA IIPHU BOSHUKHOBEHHH BHCIITATHBIX chyaImﬁ.
dOu3nyeckue MCEPEI 3alIUThL

duznyeckue MEphl 3allUTBl OCHOBAaHBI Ha IPHMCHCHHH pasHoro pona
MEXaHUYECKHUX, JJICKTPO- HJIH IJICKTPOHHO-MEXaHHYICCKHX yCTpOfICTB u COOpY)I(GHPIfI,
CIeHaJIbHO IIPpEeAHA3HAYCHHBIX AJIA CO3MaHHUsA Q)HBHIIGCKI/IX HpeH}ITCTBI/Iﬁ Ha BO3MOXHBIX
IOyTAX IIPOHMKHOBCHHUSA M JOCTYyIla HNOTCHIHAIBHBIX HaPYHII/ITeJIeﬁ K KOMIIOHCHTaM
CUCTEMBI H 3aHIHHIaeMOﬁ I/IH(I)OpMaI_[I/II/I, a TaKXe TEXHHUYECKHX CPEIACTB BU3YaJIbHOI'O
Ha6HIO,D;eHI/Iﬂ, CBJ3HU U OXpaHHOﬁ CUTHaJIM3aIluH.

Ddu3uveckas 3aIluTa 30aHuH, TOMEIIeH!H, 00BEKTOB M CPEeJICTB MH()OPMATH3AINH
JOJDKHA OCYIIECTBIIATHCS IIyT€M YCTAHOBIIEHMsS COOTBETCTBYIOIIMX ITOCTOB OXPaHbI, C
[IOMOIIBI0 TEXHMYECKHX CpEeJCTB OXpaHBl WM JIHOOBIME JPYTHMMH  CIIOCOOaMH,
IPEIOTBPALIAIONMMI WM CYyLIECTBEHHO 3aTPYIHSIOIIMMH I[POHMKHOBEHHME B 3MaHUE,
TIOMEIIeHUs] IOCTOPOHHUX JIHI, XHIeHHe HH()OPMAIIMOHHBIX HOCHUTENEH, CAaMUX CPEICTB
MHGOPMATH3AIUY,  MCKIIOYAIOIMMK  HAxXOXJEHHE  BHYTPH  KOHTPOJIHPYEeMOH
(oxpaHsieMoii) 30HBI TEXHUYECKUX CPEICTB Pa3BeAKH.

ArnmapaTHo-IporpaMMHsle cpezicTsa 3amuTsl [T

Texnuueckue (ammapaTHO-IPOrpaMMHBIE) MeEpBl  3aIlWTBl  OCHOBAaHBI  Ha
WICIIONB30BAHUM PAa3IMYHBIX OJIEKTPOHHBIX YCTPOMCTB M CIEHHAIBHBIX MPOrpaMM,
Bxomsamux B coctaB VICII/IH ¥ BBITOJHSIONMX (CaMOCTOSATENBHO MM B KOMIUIEKCE C
IPYTMMM CpeicTBaMy) GYHKIMH 3alMTHl  (MACHTHQUKALMIO U ayTeHTU(PHUKALUIO
MoNb30BaTeNell, pasrpaHMYeHHe [OCTylla K pecypcaM, perdcTpamuio COOBITHH,
KPUNTOrpaduuecKoe 3aKPhITHE HHPOPMAIMH U T.JL.).

C yueroM Bcex TpeOOBaHMM W MPUHIHIIOB obecneuenus Oeszomacuoctu I1JIH B
WCII[lH mo BCeM HAIpaBIEHHSM 3allUTEl B COCTaB CHCTEMBI 3AIIUTHI JOJDKHBI OBITH
BKJIFOYEHBI CIIEYIOIIHAE CPELICTBA:

- cpencrTBa HASHTUGHKALUH (omo3HaBaHUs) H ayTeHTH(GUKAMY (TOATBEPKICHUS
nouiuaHocTH) nonb3oBareneit UCIT/Ix;
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- CpeACTBa pasrpaHUYEHUs JOCTYyIIa 3apErUCTPUPOBAHHBIX II0JIb30BATENEH CHCTEMEI K
pecypcam UCIIIn YVupexnenus;

- cpexctBa  ofecmeveHHMs M KOHTPOJSL  IENOCTHOCTH — NPOrpaMMHBIX U
UHQOPMAIMOHHBIX PECYPCOB;

- CpeZcTBa ONEPATHBHOIO KOHTPOJIS M PETUCTPAIUH COOLITHI 6E€30IIaCHOCTH.



